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Introduction

OVERVIEW OE-DORA AND NIS 2:

The European Union has recently introduced two pivotal pieces of legislation
aimed at enhancing the digital resilience and cybersecurity of financial
institutions: the Digital Operational Resilience Act (DORA) and the Network
and Information Systems Directive (NIS 2). DORA focuses specifically on
financial entities, while NIS 2 applies to a broader range of critical and
important sectors. Both legislations share the common goal of strengthening
the ability of organisations to withstand, respond to, and recover from various
ICT-related disruptions and threats.

IMPORTANCE FOR FINANCIAL SERVICES:

The financial sector is a prime target for cyber threats due to the sensitive and
valuable nature of the data it handles. Ensuring the operational resilience and
cybersecurity of financial institutions is therefore paramount. Compliance with
DORA and NIS 2 is not just about adhering to regulatory requirements; it is
about safeguarding the integrity, continuity, and trustworthiness of financial
services.

SCOPE AND OBJECTIVES:

This e-book provides a comprehensive guide to understanding, achieving, and
maintaining compliance with DORA and NIS 2. It covers the key requirements,
steps to achieve compliance, potential consequences of non-compliance, and
practical strategies for integrating these regulations into your organisation’s
operational framework.
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Understanding DORA

WHAT IS DORA? KEY INSTITUTIONS COVERED:
The Digital Operational Resilience DORA applies to a wide range of
Act (DORA) is a regulatory financial entities, including:
framework established by the
. * Banks
European Union to enhance the
digital operational resilience of * Insurance companies
financial entities. It aims to ensure ¢ Investment firms

that financial institutions can
withstand and recover from ICT-
related disruptions and threats. e Critical third-party service providers

* Payment service providers

CORE OBJECTIVES OF DORA:

The primary objectives of DORA are to:

Strengthen the operational resilience of financial entities.

* Ensure the security and integrity of network and information systems.
* Enhance incident reporting and response capabilities.

* Manage and mitigate third-party risks.

* Establish robust governance and oversight structures.
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Key Requirements
of DORA

ICT RISK MANAGEMENT:

To comply with DORA, financial
institutions must develop and maintain
a robust ICT risk management
framework. This includes:

* Conducting regular risk
assessments.

* Implementing measures to ensure
the security and integrity of
network and information systems.

* Integrating risk management
practices into overall business
strategies.

INCIDENT REPORTING:

DORA mandates the establishment of
procedures for the prompt detection
and reporting of ICT-related incidents.
Key actions include:

« Ensuring timely reporting to R
relevant authorities.

* Maintaining detailed records
of incidents and their impact
on operations.
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OPERATIONAL RESILIENCE TESTING:

Financial institutions must conduct regular and comprehensive operational
resilience testing, including scenario-based testing. This involves:

* Involving critical third-party service providers in the testing process.
» Documenting and addressing any identified vulnerabilities or weaknesses.

THIRD-PARTY RISK MANAGEMENT:

Managing third-party risks is crucial under DORA. Organisations must:

* Implement stringent controls for third-party risk management.
 Ensure third-party service providers comply with DORA requirements.
 Develop contingency plans for potential third-party service disruptions.

GOVERNANCE AND OVERSIGHT:

Establishing clear governance structures for ICT risk management and
operational resilience is essential. This includes:

* Assigning responsibility for compliance to senior management.
* Providing regular training and awareness programs for staff on
DORA requirements.




Steps to Achieve
DORA Compliance

CONDUCTING A GAP ANALYSIS:

A thorough gap analysis is the first step towards DORA compliance. It involves:

* Assessing your current state of compliance with DORA requirements.
* |dentifying areas that require enhancement or modification.

DEVELOPING AN
IMPLEMENTATION PLAN:

Creating a detailed implementation plan is
crucial. This plan should:

 Qutline the steps needed to achieve
compliance.

 Set clear timelines and allocate resources
for each phase of the implementation
process.

ENHANCING ICT RISK
MANAGEMENT FRAMEWORK:

Strengthening your existing ICT risk
management framework is essential. Key
actions include:

* Integrating risk management practices into
your overall business strategy.

* Implementing measures to ensure the
security and integrity of network and
information systems.
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STRENGTHENING INCIDENT
RESPONSE CAPABILITIES:

Enhancing incident response capabilities involves:

» Establishing or enhancing your incident response team and procedures.
* Implementing advanced monitoring and detection tools to identify and
respond to incidents promptly.

ENGAGING WITH THIRD-PARTY
SERVICE PROVIDERS:

Collaborating with critical third-party service providers is vital. This includes:

* Ensuring their compliance with DORA.
* Including specific DORA-related clauses in contracts and service level
agreements (SLAS).

CONDUCTING REGULAR TRAINING AND
AWARENESS PROGRAMS:

Organising training sessions for employees ensures they understand DORA
requirements and their roles in achieving compliance. This involves:

* Promoting a culture of resilience and preparedness across the organisation.

MONITORING AND REVIEWING
COMPLIANCE EFFORTS:

Continuous monitoring and review of compliance efforts are necessary to
ensure ongoing adherence to DORA. This includes:

e Conducting regular internal audits and reviews.
 Making necessary adjustments based on audit findings and evolving threats.
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Non-Compliance
Consequences

Non-compliance with DORA can lead to significant consequences for financial
institutions, including:

REGULATORY PENALTIES:

Regulatory authorities can impose financial penalties and sanctions for non-
compliance. These penalty payments can be up to 1% of the average daily
global turnover in the preceding year, for up to six months, until compliance is
achieved and can impact the organisations stability.

OPERATIONAL DISRUPTIONS:

Non-compliance increases vulnerability to ICT-related disruptions and threats,
which can cause severe operational disruptions and financial losses.

REPUTATIONAL DAMAGE: LEGAL IMPLICATIONS:

Non-compliance can lead to a Non-compliance may result in legal
loss of trust and credibility among actions from clients, partners, or
clients, stakeholders, and the third-party providers, leading to
broader market, damaging the further financial and reputational
institution’s reputation. damage.
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Understanding NIS 2

OVERVIEW OF NIS 2

The Network and Information Systems Directive (NIS 2) aims to enhance the
cybersecurity and resilience of network and information systems across the
European Union. While DORA focuses on the financial sector, NIS 2 applies to a
broader range of critical and important entities.

KEY ENTITIES COVERED:

NIS 2 covers a wide range of sectors,
including:

* Healthcare
* Energy
* Transport

* Digital infrastructure

CORE OBJECTIVES
OF NIS 2:

The primary objectives of NIS 2 are to:

 Enhance the security of network
and information systems.

 |Improve incident reporting and
response capabilities.

» Establish comprehensive risk
management frameworks.

* Promote cooperation and
information sharing between public
and private sectors
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Key Requirements of NIS 2

ENHANCED SECURITY REQUIREMENTS:

Organisations must implement stringent cybersecurity measures to protect
their network and information systems. This includes:

* Implementing advanced security protocols and technologies.

e Conducting regular security assessments and updates.

INCIDENT REPORTING:

NIS 2 mandates prompt reporting of significant incidents to relevant
authorities. Organisations must:

» Establish procedures for timely incident detection and reporting.

* Maintain detailed records of incidents and their impacts.

RISK MANAGEMENT: COOPERATION AND
INFORMATION SHARING:

A comprehensive risk management
framework is essential under NIS 2.

" NIS 2 encourages collaboration
Organisations must:

between public and private sectors

« |dentify, assess, and mitigate to improve overall cybersecurity
risks associated with their posture. This involves:
petwork anCHwemISigS  Sharing information about
bYSIe= threats, vulnerabilities, and

+ Integrate risk management incidents.

practices into their overall

* Participating in joint initiatives
business strategies.

and exercises.
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Steps to Achieve
NIS 2 Compliance

IMPLEMENTING CYBERSECURITY MEASURES:

Organisations must implement advanced
cybersecurity measures to protect their network and
information systems. This includes:

 Adopting best practices and standards for
cybersecurity.

 Deploying advanced security technologies
and tools.

DEVELOPING INCIDENT
RESPONSE PROTOCOLS:

Establishing robust incident
response protocols is crucial for P
NIS 2 compliance. This involves:

* Setting up incident response
teams.

* Implementing procedures
for timely detection and
reporting of incidents.

e )LAWGROUP 13
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ESTABLISHING A COMPREHENSIVE RISK
MANAGEMENT FRAMEWORK:

Organisations must develop a comprehensive risk management framework to
identify, assess, and mitigate risks. This includes:

 Conducting regular risk assessments.

* Integrating risk management into overall business strategies.

PROMOTING COOPERATION
AND INFORMATION SHARING:

NIS 2 encourages cooperation and information sharing between public and
private sectors. This involves:

* Participating in joint initiatives and exercises.

* Sharing information about threats, vulnerabilities, and incidents
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Integrating DORA
and NIS 2 Compliance

SYNERGIES BETWEEN DORA AND NIS 2:

There are significant synergies between DORA and NIS 2 that organisations
can leverage. Both regulations share common goals of enhancing operational
resilience and cybersecurity. By integrating compliance efforts, organisations
can achieve a comprehensive and cohesive approach to digital resilience.

COMPREHENSIVE CASE STUDIES AND

COMPLIANCE STRATEGY: BEST PRACTICES:

Developing a comprehensive Organisations can learn from

compliance strategy that case studies and best practices

addresses both DORA and NIS to enhance their compliance

2 requirements is essential. This efforts. This includes:

involves: e Studying successful

* Aligning risk management, implementations of DORA and
incident response, and NIS 2 compliance.

overnance practices. . .
9 P * Adopting best practices from

 Ensuring continuous leading organizations in the
monitoring and improvement industry.
of compliance efforts.
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Impact of NIS 2 and
DORA on the UK

While the UK is no longer part of the EU and is not directly subject to

EU regulations like NIS 2 and DORA, these directives still have significant
implications for UK businesses. UK companies operating within the EU or
providing services to EU clients must comply with NIS 2 and DORA to

meet the regulatory standards of the European market. Additionally, the

UK government may align its own cybersecurity and operational resilience
regulations with these EU directives to facilitate cross-border cooperation and
maintain high security standards. Thus, staying informed and compliant with
NIS 2 and DORA is crucial for UK businesses engaged in the European market.
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Summary

SUMMARY OF KEY POINTS:

This guide has provided a comprehensive overview of DORA and NIS 2, their key
requirements, and the steps organisations need to take to achieve compliance.
By focusing on ICT risk management, incident reporting, operational resilience
testing, third-party risk management, and governance, financial institutions can
enhance their digital resilience and cybersecurity.

FINAL THOUGHTS AND RECOMMENDATIONS:

Achieving compliance with DORA and NIS 2 is not just about meeting regulatory
requirements; it is about building a resilient and secure organisation capable
of withstanding and recovering from digital disruptions. By taking proactive
measures, organisations can safeguard their operations, protect their reputation,
and enhance trust among clients and stakeholders.

RESOURCES FOR FURTHER READING:

 European Union Agency for Cybersecurity (ENISA) - www.enisa.europa.eu
* European Banking Authority (EBA) - www.eba.europa.eu

 European Securities and Markets Authority (ESMA) - www.esma.europa.eu
* Financial Stability Board (FSB) - www.fsb.org
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https://www.enisa.europa.eu/
https://www.eba.europa.eu/homepage
https://www.esma.europa.eu/
https://www.fsb.org/

This e-book provides a roadmap for financial institutions to navigate the
complexities of DORA and NIS 2 compliance, ensuring they are well-prepared
to tackle the evolving landscape of digital threats and regulatory requirements.

For further assistance, please contact one of our experienced solicitors, who
will be able to provide you with the necessary help you require.

You can email us at
info@360lawgroup.co.uk or call us on 0333 772 7736.
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